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Abstract

The rapid proliferation of social media bas transformed communication patterns among youth, offering
unprecedented opportunities for interaction, information sharing, and self-expression. However, these digital
platforms bave also introduced significant personal security threats. This paper examines the nature, extent, and
implications of social media-related security risks facing youths in Kisii County, Kenya. Drawing from existing
literature, empirical studies, and contextual analysis, the study identifies key threats including exposure to harmful
content, online fraud, identity theft, surveillance, and cyberbullying as the most prevalent social media security threat
dffecting youths in Kisii County. This study is grounded in Routine Activity Theory (RAT). The paper further explores
the socio-cultural and technological factors that heighten youth vulnerability and proposes strategic interventions
grounded in digital literacy, policy enforcement, and stakebolder collaboration. The study adopted a qualitative
research design that integrated multiple complementary approaches to ensure depth and contextual relevance. It
involved a systematic document analysis of scholarly articles, policy reports, and institutional publications to
establish a strong theoretical and empirical foundation. In addition, a contextual analysis centered on Kisii County
was undertaken to ground the study within its specific socio-cultural and geographical setting. The findings bighlight
the urgent need for integrated approaches to safeguard youth in an increasingly digitized environment.
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Introduction teens seeking health information, connecting with
support networks, or exploring personal identity.
However, the risks associated with social media, such as
cyberbullying, exposure to inappropriate content, and
online harassment, cannot be ignored. These dangers

can result in serious psychological consequences,
including depression, anxiety, and even suicide

The integration of digital technologies into everyday life
has significantly transformed patterns of communication,
particularly among young people. All over the world,
social media provides communication among young
people through chatting they can connect with friends.
Video calls have also provided wider avenues for

interaction among young people and have also been an
avenue for security breaches (Tufekci, 2018). The
influence of social media on youths is especially
profound since most of them use smartphones and other
devices to stay connected (Ingutia, 2025). Social
networking sites provide avenues for social interaction,
knowledge-sharing, and creativity, while also enabling
peer learning through collaboration on projects.
Additionally, social media offers valuable resources for

(Wandhe, 2024).

In Kenya, increased smartphone penetration and
affordable internet access have accelerated social media
adoption, especially among youths. Despite these
advantages, the digital landscape presents significant
risks. Social media environments often expose young
users to various personal security threats, including
cyberbullying, online fraud, and identity theft
(Livingstone & Smith, 2014). In Kisii County, where
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digital adoption is rapidly increasing, many youths lack
the skills and awareness necessary to navigate online
risks effectively. This study aimed at examining the
nature of social media-related personal security threats
facing youths in Kisii County, identify contributing
factors, and propose strategies to enhance online safety.

There are many various types of social media platforms
available  currently, both  independent  and
interconnected, making it challenging to define social
media (Kemp, 2023). Users' contributions, whether in
the form of digital photos or videos, postings or
comments, or information compiled from all online
interactions, are what provide life and vitality to social
media platforms (Abdirahman, 2023). Social media
platforms such as Facebook, WhatsApp, Instagram,
TikTok, and X (formerly Twitter) have become central to
youth interaction, enabling real-time communication,
networking, and content sharing. Social media crimes
are becoming increasingly more common with issues
such as data breaches more prominent. Social
networking platforms such as Facebook, Twitter,
Instagram, and Snapchat have become integral to
people’s social interactions, with many freely expressing
their updates and viewpoints (Kemp, 2023). The cyber-
crime incidences of spear phishing are also on the
increase and involve the installation of harmful malware
on the computer or device and stealing valuable and
sensitive information (Moore, 2020).

Abdirahman (2023) assert that social media is a double-
edged sword. The use of social media can either
perpetuate or prevent crime in society. In this era of
social media, government security agencies have
adopted the use of social media to investigate, prevent
and deal with crime. Social media pose threats due to
social and economic challenges. Ingutia (2025) notes
that the increased availability of new technologies has
resulted in a rise in cyber bullying cases in recent years.
As a member of the international community, Kenya is
not immune to social media forces. It is prone to the
misuse of social media by users. The use of the platforms
on social media poses huge security concerns for the
nation and its citizens.

Research on use of social media suggests that social uses
top the list such as exchanging of emails and chatting,
the highest percentage of people have email accounts

(Nishad, 2018). Cyber criminals send emails with the
motive of defrauding their victims or invite them for a
false interview that the that the mainstream organisation
knows nothing about. Some go as far as collecting
application fee from unsuspecting job seekers to be
recruited (Hufnagel et al., 2019). A good deal of research
has found that social media influences security (Gupta et
al., 2018; Walsh, 2020; Walsh & O’Connor, 2019; Zhang
& Gupta, 2018). According to Gupta et al. (2018),
criminals use social media platforms to perpetrate crimes
and violence to their target victims based on their online
activities. Cyber criminals target social media sites by use
of malware programs aimed at a computer or a network
(Walsh, 2020; Zhang & Gupta, 2018). Studies carried out
show that social media users or someone they know has
experienced online romance scams with the users
forging new relationships online (De Jong, 2019).
Loneliness has been attributed to victims who get
involved in online romance scams a study carried out
shows that most victims are females (Shaari et al., 2019).

Though the reviewed literature link social media use to
security, it fails to focus on the youth and fails to address
personal security. The review literature does not address
the influence of social media on protection from physical
violence, domestic violence, exploitation and scams that
are aspects of personal security. All these studies focus
on various social media crimes and threats to security.
The problem is that the reviewed studies do not clearly
address relationship between different forms of social
media and personal security. There is therefore need to
establish how different aspects of personal security are
influenced by various forms of social media. This study is
grounded in Routine Activity Theory. Routine Activity
Theory (RAT) was developed by Cohen and Felson
(1979), it posits that crime occurs when a motivated
offender, a suitable target, and the absence of a capable
guardian converge in time and space. It focuses on how
daily routines and environmental opportunities, rather
than offender motivations alone, drive crime rates. That
crime is not solely the result of offender motivation or
social pathology but emerges from routine patterns of
legitimate activities that shape criminal opportunities.

Methodology

Research methodology is the theoretical perspective of
the research, that is, the overall nature of the research
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activity. The study adopted a qualitative research design
that integrated multiple complementary approaches to
ensure depth and contextual relevance. It involved a
systematic document analysis of scholarly articles, policy
reports, and institutional publications to establish a
strong theoretical and empirical foundation. This
method also allows researchers to gain deep insights into
how the topic under study has evolved over time, as well
as how concepts and understandings of the topic have
changed over the years (Neuendorf, 2018). In this
research, it is important to scrutinise the reliability and
credibility of the sources used, as well as critically analyse
the information collected. The focus of a qualitative
literature review is to collate, evaluate and integrate
existing knowledge on the topic under study. One of the
advantages of a qualitative literature review is its
flexibility in understanding and explaining complex
phenomena, as it is not limited by numerical or statistical
constraints (Babbie, 2010).

Contextual analysis is the process of interpreting data
(which may include textual, visual, or auditory),
language or behavior by considering the surrounding
context rather than looking at information in isolation
(Conner et al., 2012). In addition, a contextual analysis
centered on Kisii County was undertaken to ground the
study within its specific socio-cultural and geographical
setting. To enrich the analysis further, a comparative
review of regional and global studies on youth and digital
security was conducted, allowing for broader insights
and cross-contextual understanding. Collectively, these
approaches facilitated a comprehensive synthesis of
existing knowledge pertinent to the study.

Results and Discussions
Prevalent Social Media Security Threats
Cyberbullying

The results indicate that cyberbullying is one of the most
pervasive social media security threats affecting youths in
Kisii County. This form of online aggression manifests
through multiple channels, including hostile or
demeaning comments on public posts, abusive private
messages, and the circulation of humiliating or
defamatory content within peer networks. Social media
platforms such as Facebook, WhatsApp, Instagram, and
TikTok were identified as the primary spaces where such

interactions occur, largely due to their high usage among
young people and their affordances for rapid content
sharing and anonymity

Reviewed content indicated that cyberbullying often
takes the form of name calling, body shaming, spreading
of rumours, and targeted harassment based on personal
characteristics such as appearance, academic
performance, or socio-economic status. In some cases,
the bullying extended to the non-consensual sharing of
personal images or screenshots of private conversations,
amplifying the victim’s exposure and vulnerability. The
persistence and visibility of online content were noted to
intensify the impact of such attacks, as harmful messages
can be repeatedly accessed, shared, and commented on
by wider audiences (Evans, 2023).

The psychological and emotional consequences of
cyberbullying emerged as significant. Victims frequently
described experiences of anxiety, stress, low self-esteem,
and, in severe cases, symptoms associated with
depression. The reputational damage caused by public
humiliation was also highlighted, particularly within
tightly knit community and school environments where
online interactions often intersect with offline
relationships. This dual exposure; online and offline,
exacerbates the social consequences, making it difficult
for victims to escape the effects of bullying (Dharejo et
al, 2023). Moreover, the study found that many youths
lack adequate coping mechanisms or institutional
support systems to address cyberbullying. While some
participants  reported  blocking perpetrators  or
withdrawing from social media platforms, others
remained silent due to fear of escalation or
stigmatization. The limited involvement of parents,
educators, and local authorities in monitoring and
addressing online behavior further compounds the
problem (Barati, 2023).

These findings are consistent with the work of Kowalski
et al. (2014), who established that cyberbullying is
associated with adverse emotional and psychological
outcomes among adolescents. The Kisii County context
reinforces the global understanding of cyberbullying
while also highlighting unique local dynamics, such as
strong peer influence and the blending of digital and
physical social spaces. Consequently, addressing
cyberbullying  requires not only technological
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interventions but also community-based awareness,
digital literacy education, and strengthened policy
enforcement mechanisms to protect young social media
users.

Online Fraud

The study established that online fraud is a significant
and growing threat to youths in Kisii County, driven
largely by increased digital engagement and economic
vulnerability. The analyzed policy reports showed that
frequent exposure to fraudulent schemes on popular
platforms such as Facebook, WhatsApp, Telegram, and
Instagram, where scammers exploit the informal and
trust-based nature of online interactions. These schemes
commonly take the form of fake online businesses,
deceptive  job offers, scholarship scams, and
impersonation of trusted individuals or institutions.

A recurring pattern involves fraudulent online businesses
advertising attractive products such as electronics,
clothing, or mobile phones. These are at unusually low
prices. Youths are often required to make advance
payments via mobile money services, particularly M-Pesa,
only for the seller to disappear or deliver substandard or
entirely  different goods.  Similarly, fake job
advertisements promising quick employment or high
returns require applicants to pay “facilitation fees,”
registration charges, or training costs, which ultimately
result in financial loss without any legitimate opportunity
materializing (Oblad, 2021).

The findings further indicate that the economic
circumstances of many youths heighten their
susceptibility to such scams. High levels of
unemployment and underemployment in the region
create a sense of urgency and optimism that fraudsters
exploit. As Leukfeldt (2014) suggests, individuals facing
financial constraints are more likely to engage with risky
online opportunities, especially when they appear to
offer quick financial relief. In Kisii County, this
vulnerability is compounded by limited digital literacy,
making it difficult for some youths to critically evaluate
the authenticity of online offers. Another emerging
dimension of online fraud involves social engineering
tactics, where scammers manipulate  victims
psychologically rather than technically (Abdirahman,
2023). For instance, perpetrators may hack or clone

social media accounts and use them to request money
from the victim’s contacts, leveraging existing trust
relationships. In other cases, phishing messages
disguised as official communication from banks, mobile
service providers, or government agencies are used to
extract sensitive information such as passwords, PINs, or
one-time verification codes.

These findings align with broader research on
cybercrime, which highlights how socio-economic
vulnerability, combined with low awareness of
cybersecurity practices, increases the likelihood of
victimization (Leukfeldt, 2014). Within the Kisii County
context, the prevalence of mobile money usage and the
rapid adoption of social media platforms create an
enabling environment for fraudsters. Addressing this
challenge therefore requires targeted interventions,
including digital literacy campaigns, public awareness
initiatives on common scam tactics, and stronger
regulatory frameworks to monitor and respond to online
fraud.

Identity Theft

The study findings reveal that identity theft is an
increasingly prevalent risk among youths in Kisii County,
largely driven by the culture of oversharing personal
information on social media platforms. Many young
users routinely disclose sensitive details such as full
names, dates of birth, phone numbers, school
affiliations, locations, and even personal identification
documents through posts, profiles, or public
interactions. While often shared for social visibility and
peer engagement, this information creates a digital
footprint that can be easily exploited by malicious actors.

The study found that social media profiles frequently
contain enough aggregated data to enable
impersonation and fraudulent activities. Perpetrators can
use publicly available information to create fake accounts
that closely resemble those of legitimate users, thereby
deceiving friends, family members, and broader
networks. In some cases, scammers clone entire profiles
replicating photos, bios, and friend lists and then use
these accounts to solicit money, spread misinformation,
or engage in further cybercrimes under the victim’s
identity.
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Data showed instances where personal information
shared online was used to bypass basic security
verification systems, particularly in mobile money and
online service platforms. For example, knowledge of a
person’s full name, phone number, and social
connections can be sufficient for social engineering
attacks, enabling fraudsters to manipulate customer care
agents or reset account credentials. This highlights the
intersection between identity theft and other forms of
cybercrime, such as online fraud and phishing.

A major contributing factor identified in the study is
limited awareness of privacy settings and digital security
practices. Many youths either lack knowledge of how to
restrict access to their profiles or underestimate the risks
associated with making personal information publicly
accessible (Chang et al., 2023). Additionally, the desire
for social validation manifested through frequent posting
and engagement; often outweighs concerns about
privacy and security.

The obvious consequences of identity theft are
multifaceted. Victims may suffer financial losses,
reputational damage, and psychological distress,
particularly when their identities are used to defraud
others or circulate harmful content. In tightly knit
communities such as those in Kisii County, such
incidents can have far-reaching social implications,
affecting trust and interpersonal relationships both
online and offline. Moreover, the process of reclaiming
one’s digital identity such as reporting fake accounts or
restoring compromised profiles can be complex and
time-consuming, with limited institutional support
available at the local level.

The above study findings are consistent with Reyns et al.
(2011), who argue that the accessibility of personal
information on social networking sites significantly
increases the risk of identity theft. The Kisii County
context reinforces this perspective by demonstrating
how socio-cultural practices, combined with
technological exposure, contribute to vulnerability.
Addressing identity theft therefore requires a
multifaceted approach, including enhanced digital
literacy education, promotion of responsible online self-
disclosure, and stronger platform-level protections to
safeguard user identities.

Privacy Violations and Surveillance

Reviewed content indicated that many youths are
unaware of privacy settings and data tracking
mechanisms. This lack of awareness increases exposure
to exploitation and surveillance according to (Zuboff,
2019).

Harmful Content Exposure

The study found that exposure to harmful content is a
significant and often under-recognized risk affecting
youths in Kisii County. With increased access to
smartphones and affordable internet, young users are
routinely exposed to a wide range of online material,
including violent imagery, sexually explicit content, hate
speech, and misleading or manipulative information.
Social media platforms such as Facebook, TikTok,
YouTube, and WhatsApp were identified as key channels
through which such content circulates, often amplified
by algorithm-driven recommendations and peer sharing.
It was also found out that harmful content is frequently
encountered both intentionally and unintentionally.
While some youths actively seek out sensational or
trending material, many reported accidental exposure
through auto-play features, shared links in group chats,
or platform suggestions based on prior engagement. This
blurring of intentional and unintentional consumption
makes it difficult for users to control the type and volume
of content they encounter.

The findings suggest that repeated exposure to violent
and explicit material can desensitize youths, normalizing
aggression, risky sexual behavior, and other socially
undesirable practices. In addition, misleading content,
particularly in the form of misinformation and
disinformation, was found to shape perceptions,
attitudes, and decision-making processes. For instance,
false narratives related to health, politics, or social issues
can influence beliefs and behaviors in ways that may be
harmful both to individuals and the wider community.
Youths in the study also reported psychological and
emotional effects associated with harmful content
exposure, including fear, anxiety, confusion, and moral
conflict. Younger and more impressionable users were
particularly vulnerable, as they often lack the critical
media literacy skills needed to interpret and evaluate
online content effectively. The absence of consistent
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parental guidance and limited institutional regulation
further exacerbates this vulnerability (Kemp, 2023).

Moreover, the study highlights the role of peer networks
in reinforcing exposure. Content shared within trusted
social circles tends to be perceived as credible, even
when it is harmful or misleading. This peer validation can
accelerate the spread of problematic content and deepen
its impact. In some cases, social pressure encourages
continued engagement with such material, as youths
seek to remain socially relevant or entertained.

These findings align with UNICEF (2021), which
emphasizes that exposure to harmful online content can
significantly influence young people’s cognitive,
emotional, and behavioural development. In the context
of Kisii County, the convergence of high social media
usage, limited digital literacy, and evolving cultural
norms creates a complex environment where harmful
content can thrive.

Factors Contributing to Youth Vulnerability

The study identified several interrelated factors that
heighten the vulnerability of youths in Kisii County to
social media related security threats. These factors
operate at individual, social, economic, and institutional
levels, collectively shaping how young people engage
with digital platforms and the risks they encounter.
Among the most prominent factors is low digital literacy.
Many youths possess basic operational skills for using
smartphones and social media applications but lack
critical knowledge of online safety practices, such as
privacy management, secure password use, and the
ability to identify scams or misleading content. This gap
leaves them ill-equipped to navigate complex digital
environments safely. As noted by Mutua (2020), limited
digital literacy significantly increases susceptibility to
cyber threats, as users are less likely to recognize or
respond appropriately to online risks.

Peer influence also emerged as a powerful driver of
vulnerability. Social media engagement among youths is
heavily shaped by the desire for social validation,
acceptance, and belonging. This often leads to
conformity with peer norms, including participation in
risky online behaviors such as oversharing personal
information, engaging with strangers, or joining trending
but potentially harmful online challenges. Drawing on

the work of Boyd (2014), the findings underscore how
networked publics create environments where visibility
and validation become central, sometimes at the expense
of personal safety and privacy.

Economic constraints further exacerbate vulnerability.
High levels of youth unemployment and financial
instability in Kisii County push many young people to
seek opportunities online, including jobs, business
ventures, and financial investments. In this context, the
urgency to secure income often overrides caution,
making youths more prone to falling victim to online
fraud, scams, and exploitative schemes. The promise of
quick financial gain becomes particularly appealing, even
when warning signs are present.

Another critical factor is weak enforcement of cybercrime
laws. Although legal frameworks to address cybercrime
exist in Kenya, their implementation at the local level
remains inconsistent and, in some cases, ineffective.
Participants expressed limited confidence in reporting
mechanisms and law enforcement responses, which
discourages victims from seeking help and allows
perpetrators to operate with relative impunity. This
institutional gap contributes to a broader environment
where online offenses are normalized or go unpunished.

Finally, the study highlights the challenge of
technological access without corresponding education.
The rapid proliferation of affordable smartphones and
internet connectivity has significantly increased youths’
access to digital platforms. However, this access has not
been matched with adequate training or awareness
programs on responsible and safe usage. As a result,
many youths engage with advanced technologies without
a foundational understanding of the associated risks,
creating a mismatch between access and preparedness.
In combination, these factors create a layered
vulnerability framework in which individual limitations,
social dynamics, economic pressures, and institutional
weaknesses intersect. Addressing youth vulnerability in
Kisii County therefore requires a holistic approach that
integrates digital literacy education, socio-economic
empowerment, stronger policy enforcement, and
community-based awareness initiatives.
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Implications

The findings of this study point to far-reaching
implications that extend beyond individual experiences
to affect families, communities, and broader societal
systems in Kisii County. These implications underscore
the urgency of addressing social media related security
threats among youths through coordinated and multi-
level interventions. A major implication is the rise in
mental health challenges among young people.
Exposure to cyberbullying, online harassment, identity
theft, and harmful content contributes to psychological
distress, including anxiety, depression, and, in some
cases, trauma. The persistent and public nature of online
interactions intensifies these effects, as victims often feel
unable to escape or control their digital environments.
Over time, this can undermine self-esteem, academic
performance, and overall well-being, highlighting the
need for integrating mental health support into digital
safety initiatives.

Economic losses also emerged as a critical consequence.
Many youths fall victim to online fraud, resulting in direct
financial exploitation through scams such as fake
businesses, fraudulent job offers, and phishing schemes.
For individuals already facing economic constraints,
these losses can be devastating, reinforcing cycles of
financial insecurity and limiting opportunities for
economic advancement. Additionally, repeated exposure
to fraud may discourage youths from engaging in
legitimate digital economic activities, thereby hindering
participation in the growing digital economy. The study
further reveals significant social disruption arising from
these threats. Incidents such as cyberbullying,
impersonation, and misinformation erode trust among
peers, families, and communities. Relationships are
strained when individuals are deceived, publicly
humiliated, or falsely represented online. In tightly knit
social settings like those in Kisii County, the overlap
between online and offline interactions amplifies these
tensions, leading to conflicts, social withdrawal, and, in
some cases, long-term reputational damage.

Another important implication is the potential increase
in cybercrime within the broader community. As more
youths are exposed to and, in some instances,
inadvertently learn from online fraudulent practices,
there is a risk of normalization and replication of such

behaviors. This creates a cycle in which victims may
become perpetrators, contributing to the expansion of
cybercrime networks. The cumulative effect is a
deterioration of digital security at the community level,
posing challenges for law enforcement and governance
structures. Overall, these implications demonstrate that
social media security threats are not isolated issues but
interconnected  challenges  with  psychological,
economic, and social dimensions. Addressing them
requires comprehensive strategies that combine digital
literacy, mental health  support, economic
empowerment, and strengthened legal and institutional
frameworks to foster a safer digital environment for
youths

Conclusion

Social media has become an indispensable tool for youth
engagement in Kisii County, shaping communication,
access to information, and socio-economic participation.
However, as this study demonstrates, its benefits are
accompanied by significant personal security challenges
that cannot be overlooked. From cyberbullying and
online fraud to identity theft and exposure to harmful
content, the risks facing young users are multifaceted
and deeply embedded in both technological and socio-
cultural contexts. The findings highlight the complexity
of these threats, showing that they are driven not only by
individual behaviors but also by broader structural
factors such as limited digital literacy, economic
vulnerability, peer influence, and weak enforcement of
cybercrime regulations. This interplay of factors
underscores the need for responses that go beyond
isolated interventions and instead adopt a
comprehensive, systems-based approach. Addressing
these challenges requires integrated strategies that
combine digital literacy education, stronger policy
implementation, and active stakeholder collaboration.
Educational institutions must play a central role in
equipping youths with critical skills for safe online
engagement, while policymakers and law enforcement
agencies need to strengthen the enforcement of existing
cyber laws. At the same time, parents, community
leaders, and technology companies must work
collaboratively to create supportive and secure digital
environments. Ultimately, protecting youths in digital
spaces is not merely a technological concern but a social
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imperative. Ensuring their safety online is essential for
fostering trust, resilience, and meaningful participation
in the digital age. By prioritizing coordinated and
sustained interventions, stakeholders can help build a
safer, more inclusive digital future for young people in
Kisii County and beyond.

Recommendations
Digital Literacy Education

Integrate digital safety into school curricula and
community programs to enhance awareness and
resilience. Educating youths about the dangers of social
media use is vital. Education should commence within
families, spread to communities and schools, and
encompass government-led activities such as online
conferences, seminars, or workshops aimed at youths.
Educating members of society is necessary to counteract
the spread of false information and fake news on social
media. When people read something online, they should
be more critical of what they read and should question
material that is consistent with their values. The creation
of a digital environment that is more trustworthy and
secure can be accomplished through the promotion of
critical thinking and accountability online.

Strengthening Policy Enforcement

Enhance the implementation of Kenya’s Computer
Misuse and Cybercrimes Act (2018) to deter cyber
offenses. There is need to translate the Computer Misuse
and Cybercrimes Act, 2018, and the Data Protection Act,
2019, into easily understandable, actionable guides for
the public. The government of Kenya and regulatory
organisations should prioritise the development of cyber
policies, the enforcement of regulations, and the
implementation of tighter data protection legislation as
the impact of cyber crime on social media becomes
increasingly apparent in society. In addition, individuals
who do not comply with the policies, laws, and
regulations pertaining to cyberspace should be subject to
sanctions.

Multi-Stakebolder Collaboration

Encourage partnerships among government agencies,
educational institutions, parents and technology
companies. To effectively combat cybercrime on social
media, it is necessary for individuals, organisations,

social media platforms, and service providers to work
together. Through the strengthening of defences, the
raising of awareness, and the comprehension of the
vulnerabilities that exist in social media, we can build a
more secure environment online. To be successful, the
battle against cybercrime on social media platforms is an
ongoing process that calls for continuous collaboration,
creativity, and a commitment to making cyber security a
top priority in the digital age.

Youth Empowerment Programs

Promote responsible digital citizenship and critical
thinking skills. A greater number of programs and
initiatives should be implemented to give work chances
for young people and persons who are currently without
jobs in Kenya. This would help address the problem of
unemployment and social media crime in the country. It
is possible for individuals to gain financial and mental
stability through the creation of additional employment
options, which in turn reduces the possibility that they
will engage in criminal activities.

Platform Accountability

Social media companies should improve privacy
protections, reporting systems, and content moderation.
There should be strict penalties for individuals and
organizations that generate or disseminate harmful
content, including hate speech, sexually explicit
material, fraudulent religious activities etc. Social media
platforms should also be encouraged to use artificial
intelligence and machine learning algorithms to filter
and block inappropriate content before it spreads
widely. For purposes of identifying potential dangers,
cyber intelligence is an essential component of cyber
security. In addition, cyber threat intelligence can be
utilised for incident response by delivering information
that can be put into action during security incidents.
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